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business need to know are defined and understood.

7.1 Processes and mechanisms for restricting access to system components and cardholder data by

activities in Requirement 7 are documented,

assigned, and understood.

7.1.1 All security policies and operational 7.3 TEJR 7.3 EORMFEAL L, 30T SRug Al
procedures that are identified in Requirement TR e B R RR BT K

7 are:

» Documented.

» Kept up to date.

* In use.

» Known to all affected parties.

7.1.2 Roles and responsibilities for performing | 2k W A IRAPATESR T R RS

PRSI A R BT

7.2 Access to system components and data is

appropriately defined and assigned.

« Job classification and function.

7.2.1 An access control model is defined and | 7.1 BESRA 7.1 F0 7.1.1 (R T T
includes granting access as follows: 711 A, TEHOZE R,

» Appropriate access depending on the

entity’s business and access needs.

* Access to system components and data

resources that is based on users’ job

classification and functions.

* The least privileges required (for example,

user, administrator) to perform a job function.

7.2.2 Access is assigned to users, including |7.1 Bk 7.1, 7.1.2 f17.1.3 Bkt
privileged users, based on: 712 ITTHE, TEBOZER,




« Least privileges necessary to perform job

responsibilities.

7.1.3

7.2.3 Required privileges are approved by

authorized personnel.

7.1.4

XFJR 7.1.4 FIZREAT T Hik .

7.2.4 All user accounts and related access
privileges, including third-party/vendor
accounts, are reviewed as follows:

* At least once every six months.

* To ensure user accounts and access remain
appropriate based on job function.

» Any inappropriate access is addressed.

* Management acknowledges that access
remains appropriate.

BER

AT X R KT R R BR AR AR AT
IORENE

7.2.5 All application and system accounts and
related access privileges are assigned and
managed as follows:

» Based on the least privileges necessary for
the operability of the system or application.

* Access is limited to the systems,
applications, or processes that specifically
require their use.

BER

R RGNS s AR AU T fME
JENIEATHRL,  FFIR I 2 T 2 R S
JS2FH S ERE o

7.2.5.1 All access by application and system
accounts and related access privileges are
reviewed as follows:

* Periodically (at the frequency defined in the
entity’s targeted risk analysis, which is
performed according to all elements specified
in Requirement 12.3.1).

* The application/system access remains
appropriate for the function being performed.
» Any inappropriate access is addressed.

» Management acknowledges that access
remains appropriate.

BER
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7.2.6 All user access to query repositories of
stored cardholder data is restricted as follows:
* Via applications or other programmatic
methods, with access and allowed actions
based on user roles and least privileges.

* Only the responsible administrator(s) can
directly access or query repositories of stored
CHD.

8.7

XFJE 8.7 HIERMEAT 1 ik .




7.3 Access to system components and data is managed via an access control system(s).

7.3.1 An access control system(s) is in place |7.2.1 R 7.2.1 FEESRIEAT T iR
that restricts access based on a user’s need

to know and covers all system components.

7.3.2 The access control system(s) is 7.2.2 R 7.2.2 FESRIEAT T iR
configured to enforce permissions assigned
to individuals, applications, and systems

based on job classification and function.

7.3.3 The access control system(s) is setto | 7.2.3 R 7.2.3 FESRIEAT T iR
“deny all” by default.
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8.1 Processes and mechanisms for identifying users and authenticating access to system components

are defined and understood.

8.1.1 All security policies and operational 8.8 7EJ5 8.8 ERIWFLAE L, RN T SeEmg A
procedures that are identified in Requirement TR e B R RR BT R
8 are:

» Documented.
» Kept up to date.
* In use.

» Known to all affected parties.

8.1.2 Roles and responsibilities for performing | #i %k 0 X FRARAT ER 8 I LS
activities in Requirement 8 are documented, BNFTXT BRI A B R T

assigned, and understood.

8.2 User identification and related accounts for users and administrators are strictly managed

throughout an account’s lifecycle.




8.2.1 All users are assigned a unique 1D 8.1.1 FEJRER 8.1.1 ka1, D EE
before access to system components or AN EERIEAE I — Ik R ee vy i 3 — A
cardholder data is allowed. 51 POS %y

8.2.2 Group, shared, or generic accounts, or | 8.5 TEJR R 8.5 fFEat b, ¥ T
other shared authentication credentials are 4, FLAEAK S NN R, XY
only used when necessary on an exception ST T BARIIEK.

basis, and are managed as follows:

» Account use is prevented unless needed for

an exceptional circumstance.

* Use is limited to the time needed for the

exceptional circumstance.

* Business justification for use is documented.

* Use is explicitly approved by management.

« Individual user identity is confirmed before

access to an account is granted.

« Every action taken is attributable to an

individual user.

8.2.3 Additional requirement for service 8.5.1 TEJFEER 8.5 f1 8.5.1 (A, #Hix
providers only: Service providers with 85 —EORMAL TR 8.5 HYEK.

remote access to customer premises use

unique authentication factors for each

customer premises.

8.2.4 Addition, deletion, and modification of 8.1.2 TEJREOR 8.1.2 RYEEAS E, v 1 B AR
user IDs, authentication factors, and other HOAL R S K

identifier objects are managed as follows:

* Authorized with the appropriate approval.

* Implemented with only the privileges

specified on the documented approval.

8.2.5 Access for terminated users is 8.1.3 TEJREOR 8.1.3 By, TR A
immediately revoked. e

8.2.6 Inactive user accounts are removed or | 8.1.4 FEJRZER 8.1.4 By2kat b, TEHr T4
disabled within 90 days of inactivity. b

8.2.7 Accounts used by third parties to 8.1.5 FEJREER 8.1.5 kAl b, METRE

access, support, or maintain system
components via remote access are managed
as follows:

» Enabled only during the time period needed
and disabled when not in use.

« Use is monitored for unexpected activity.

=TTV SR AT R




8.2.8 If a user session has been idle for more
than 15 minutes, the user is required to re-
authenticate to re-activate the terminal or

session.

8.1.8

FEJRER 8.1.4 HOSEAE b, SR 4

8.3 Strong authentication for users and administrators is established and managed.

8.3.1 All user access to system components | 8.2 TEJFER 8.2 LAt 1, BB Tk
for users and administrators is authenticated

via at least one of the following authentication

factors:

» Something you know, such as a password or

passphrase.

» Something you have, such as a token device

or smart card.

» Something you are, such as a biometric

element.

8.3.2 Strong cryptography is used to render all | 8.2.1 TEJRER 8.2.1 WAt L, L Se7
authentication factors unreadable during it ST 25 1 3 FH X G2 ER 3 R 1 R L AIE
transmission and storage on all system RE, BLESRARAS 54 .
components.

8.3.3 User identity is verified before modifying | 8.2.2 TEJRER 8.2.2 MZEAl b, B 7
any authentication factor. R

8.3.4 Invalid authentication attempts are 8.1.6 9T 8.1.6 A1 8.1.7 TR, TR
limited by: 817 SBIUE FIIREL HESRE 6 IRBLK,
« Locking out the user ID after not more than 250 10 AN

10 attempts.

* Setting the lockout duration to a minimum of

30 minutes or until the user’s identity is

confirmed.

8.3.5 If passwords/passphrases are used as | 8.2.6 TEJR 8.2.6 ZER kAl b, TG
authentication factors to meet Requirement H TSR WP 2508/ O A TR 2 8.3.1
8.3.1, they are set and reset for each user as BRI % ER .

follows:

« Set to a unique value for first-time use and

upon reset.

* Forced to be changed immediately after the

first use.

8.3.6 If passwords/passphrases are used as | 8.2.3 7R 8.2.3 MI&EAl L, L/ 41K

authentication factors to meet Requirement
8.3.1, they meet the following minimum level

of complexity:

JEER, Wil 7 Az, HHEOVRIK 12




* A minimum length of 12 characters (or IF the
system does not support 12 characters, a
minimum length of eight characters).

« Contain both numeric and alphabetic

characters.

fr (FEASCRF 12 fii, wiiszz/b 8
fir) s

8.3.7 Individuals are not allowed to submit a
new password/passphrase that is the same as
any of the last four passwords/passphrases

used.

8.2.5

FEJRER 8.2.5 HOSLA b, SR 14
S

8.3.8 Authentication policies and procedures
are documented and communicated to all
users including:

» Guidance on selecting strong authentication
factors.

« Guidance for how users should protect their
authentication factors.

« Instructions not to reuse previously used
passwords/passphrases.

* Instructions to change
passwords/passphrases if there is any
suspicion or knowledge that the
password/passphrases have been
compromised and how to report the incident.

8.4

FEJREKR 8.4 LAl B, 3T T Hik .

8.3.9 If passwords/passphrases are used as
the only authentication factor for user access
(i.e., in any single-factor authentication
implementation) then either:

» Passwords/passphrases are changed at
least once every 90 days,

OR

» The security posture of accounts is
dynamically analyzed, and real-time access to
resources is automatically determined

accordingly.

8.2.4

FER 8.2.4 LRt b, FEIERAOTE H ok
BOREF XIS/ O A FET L 8.3.1 2K
IS Tz 8k, [, 8T 40
W5 HEAT BHAS 53 AT (R SE BB 1 3% 150

8.3.10 Additional requirement for service
providers only: If passwords/passphrases
are used as the only authentication factor for
customer user access to cardholder data (i.e.,
in any single- factor authentication
implementation), then guidance is provided to
customer users including:

* Guidance for customers to change their user

8.2.4.b

KR 8.2.4.b 5T 55 (A RO A
FOR, ALY AR R R




passwords/passphrases periodically.
* Guidance as to when, and under what
circumstances, passwords/passphrases are to

be changed.

8.3.10.1 Additional requirement for service
providers only: If passwords/passphrases
are used as the only authentication factor for
customer user access (i.e., in any single-
factor authentication implementation) then
either:

» Passwords/passphrases are changed at
least once every 90 days,

OR

 The security posture of accounts is
dynamically analyzed, and real-time access to
resources is automatically determined

accordingly.

8.2.4.b

£ 2025 4F 3 31 HJE, ZERKEE
A, B4 8.3.10.

8.3.11 Where authentication factors such as
physical or logical security tokens, smart
cards, or certificates are used:

* Factors are assigned to an individual user
and not shared among multiple users.

* Physical and/or logical controls ensure only
the intended user can use that factor to gain

access.

8.6

TEJREEK 8.6 HyHEAl b, HHT 7k,

8.4 Multi-factor authentication (MFA) is implemented to secure access into the CDE.

8.4.1 MFA is implemented for all non-console |8.3.1 TEJREOR 8.3.1 HyEEA F, TR A
access into the CDE for personnel with .

administrative access.

8.4.2 MFA is implemented for all access into | 1 K £ 2025 4 3 A 31 HiafilprA | CDE
the CDE. FR7 T 2SIt 22 R ZRWAEE .

8.4.3 MFA is implemented for all remote 8.3.2

network access originating from outside the
entity’s network that could access or impact
the CDE as follows:

« All remote access by all personnel, both
users and administrators, originating from
outside the entity’s network.

* All remote access by third parties and

vendors.

FEIRER 8.3.2 kAl b, SR 7

8.5 Multi-factor authentication (MFA) systems are configured to prevent misuse.




8.5.1 MFA systems are implemented as
follows:

* The MFA system is not susceptible to replay
attacks.

* MFA systems cannot be bypassed by any
users, including administrative users unless
specifically documented, and authorized by
management on an exception basis, for a
limited time period.

* At least two different types of authentication
factors are used.

* Success of all authentication factors is
required before access is granted.

X MFA HUEI R 22 ORI BSR4 AE
2025 4 3 A 31 Hsmi| i

8.6 Use of application and system accounts and associated authentication factors is strictly managed.

8.6.1 If accounts used by systems or
applications can be used for interactive login,
they are managed as follows:

* Interactive use is prevented unless needed
for an exceptional circumstance.

* Interactive use is limited to the time needed
for the exceptional circumstance.

« Business justification for interactive use is
documented.

* Interactive use is explicitly approved by
management.

* Individual user identity is confirmed before
access to account is granted.

« Every action taken is attributable to an

individual user.

ARG, R T ASNE
HER.

8.6.2 Passwords/passphrases for any
application and system accounts that can be
used for interactive login are not hard coded in
scripts, configuration/property files, or
bespoke and custom source code.

X TR ACE R A/ 1%, ZE IR
FAEAT RIS L B J 1 S S AR

8.6.3 Passwords/passphrases for any
application and system accounts are
protected against misuse as follows:

» Passwords/passphrases are changed
periodically (at the frequency defined in the
entity’s targeted risk analysis, which is
performed according to all elements specified
in Requirement 12.3.1) and upon suspicion or
confirmation of compromise.

BEIN TR /02 PR R I ESR,
T T UV Ai AR 25 R DL S Pt it I
BEATRESIAS S, TR T (R A E A
TR A R R 2R




» Passwords/passphrases are constructed
with sufficient complexity appropriate for how

frequently the entity changes the

passwords/passphrases.
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understood.

9.1 Processes and mechanisms for restricting physical access to cardholder data are defined and

9.1.1 All security policies and operational
procedures that are identified in Requirement
9 are:

» Documented.

» Kept up to date.

* In use.

» Known to all affected parties.

9.10

FEJR 9.10 ZEREEAS L, 140 T SR A
PR s EEORKF ST 2R

9.1.2 Roles and responsibilities for performing
activities in Requirement 9 are documented,
assigned, and understood.

HER

k. BT ER 9 B
TR R A SR BT

9.2 Physical access controls manage entry into

facilities and s

ystems containing cardholder data.

areas within the CDE is monitored with either
video cameras or physical access control
mechanisms (or both) as follows:

« Entry and exit points to/from sensitive areas
within the CDE are monitored.

» Monitoring devices or mechanisms are
protected from tampering or disabling.

* Collected data is reviewed and correlated

with other entries.

9.2.1 Appropriate facility entry controls are in | 9.1 TEJRER 9.1 (At -, B T k.
place to restrict physical access to systems in

the CDE.

9.2.1.1 Individual physical access to sensitive |9.1.1 TEJREER 9.1 MAEat b, aifh 7 HAkm

A% VB [ 42 1R R 2K




« Collected data is stored for at least three

months, unless otherwise restricted by law.

9.2.2 Physical and/or logical controls are 9.1.2 FEJREER 9.1.2 WAL L, S5 14
implemented to restrict use of publicly o

accessible network jacks within the facility.

9.2.3 Physical access to wireless access 9.1.3 FEJRER 9.1.3 AL L, ST 14
points, gateways, networking/communications R

hardware, and telecommunication lines within

the facility is restricted.

9.2.4 Access to consoles in sensitive areas is | 9.1 ERZER 9.1 AT s, R — A

restricted via locking when not in use.

ALIESR .

9.3 Physical access for personnel and visitors is authorized and managed.

9.3.1 Procedures are implemented for 9.2 R ESR 9.2 #1 9.3 hL T A
authorizing and managing physical access of 93 (onsite personnel)ff) &R, #A7E
personnel to the CDE, including: K.

* Identifying personnel.

» Managing changes to an individual’'s physical

access requirements.

* Revoking or terminating personnel

identification.

« Limiting access to the identification process

or system to authorized personnel.

9.3.1.1 Physical access to sensitive areas 9.3 R ER 9.3 H12<TF onsite personnel
within the CDE for personnel is controlled as HIAEHIER, TERUE K,

follows:

» Access is authorized and based on individual

job function.

* Access is revoked immediately upon

termination.

« All physical access mechanisms, such as

keys, access cards, etc., are returned or

disabled upon termination.

9.3.2 Procedures are implemented for 9.4.1 O ER 9.2 A1 9.3 R T &K E
authorizing and managing visitor access to the 942 K, BAIEHIR,

CDE, including:

« Visitors are authorized before entering.

« Visitors are escorted at all times.

« Visitors are clearly identified and given a

badge or other identification that expires.




« Visitor badges or other identification visibly

distinguishes visitors from personnel.

9.3.3 Visitor badges or identification are 9.4.3 TEJREESR 9.4.3 AEA -, TEH T
surrendered or deactivated before visitors o

leave the facility or at the date of expiration.

9.3.4 A visitor log is used to maintain a 9.4.4

physical record of visitor activity within the
facility and within sensitive areas, including:
* The visitor's name and the organization
represented.

* The date and time of the visit.

* The name of the personnel authorizing
physical

access.

* Retaining the log for at least three months,
unless otherwise restricted by law.

FEJREER 9.4.4 HOSLAE b, SR 14

9.4 Media with cardholder data is securely stored, accessed, distributed, and destroyed.

9.4.1 All media with cardholder data is 9.5 TEJRZER 9.5 AR b, FH T H#ik.
physically secured.

9.4.1.1 Offline media backups with cardholder |9.5.1 FEIREER 9.5.1 pdkat b, YR AAERE
data are stored in a secure location. BOR AR AR

9.4.1.2 The security of the offline media 9.5.1 FEIREER 9.5.1 pdkat b, R A2
backup location(s) with cardholder data is BOR AR AR

reviewed at least once every 12 months.

9.4.2 All media with cardholder data is 9.6.1 TEJREER 9.5 M3kt b, BB TR
classified in accordance with the sensitivity of

the data.

9.4.3 Media with cardholder data sent outside |9.6.2

the facility is secured as follows:

* Media sent outside the facility is logged.
* Media is sent by secured courier or other
delivery method that can be accurately
tracked.

« Offsite tracking logs include details about

media location.

FEIRER 9.6.2 LA L, SR 7




9.4.4 Management approves all media with 9.6.3 TEJREESR 9.6.3 [AEA -, TEH T
cardholder data that is moved outside the .

facility (including when media is distributed to

individuals).

9.4.5 Inventory logs of all electronic media with | 9.7 TEJRER 9.7 AL L, SEH Tk
cardholder data are maintained.

9.4.5.1 Inventories of electronic media with 9.7.1 TEJREESR 9.7.1 AR, TEH T
cardholder data are conducted at least once .

every 12 months.

9.4.6 Hard-copy materials with cardholder data |9.8.1 TEJRESR 9.8.1 MZEAl b, T 7
are destroyed when no longer needed for .

business or legal reasons, as follows:

* Materials are cross-cut shredded,

incinerated, or pulped so that cardholder data

cannot be reconstructed.

» Materials are stored in secure storage

containers prior to destruction.

9.4.7 Electronic media with cardholder data is |9.8.2

destroyed when no longer needed for
business or legal reasons via one of the
following:

* The electronic media is destroyed.

* The cardholder data is rendered
unrecoverable

so that it cannot be reconstructed.

FEJRESR 9.8.2 2kt b, HEHT 1o

9.5 Point-of-interaction (POI) devices are protected from tamp

ering and unauthorized substitution.

9.5.1 POI devices that capture payment card
data via direct physical interaction with the
payment card form factor are protected from
tampering and unauthorized substitution,
including the following:

» Maintaining a list of POI devices.

* Periodically inspecting POI devices to look
for

tampering or unauthorized substitution.

* Training personnel to be aware of suspicious
behavior and to report tampering or

unauthorized substitution of devices.

9.9

FEJREER 9.9 HUFEME, TEHr 1.
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9.5.1.1 An up-to-date list of POI devices is 9.9.1 FEJREER 9.9.1 MFEAL L, S8 T4
maintained, including: R

» Make and model of the device.

* Location of device.

* Device serial number or other methods of

unique identification.

9.5.1.2 POI device surfaces are periodically | 9.9.2 FEJRER 9.9.2 AL L, ST T4
inspected to detect tampering and .

unauthorized substitution.

9.5.1.2.1 The frequency of periodic POI device | #Hi# K FRIE S RS ITAG L FE G E POL KA
inspections and the type of inspections AR

performed is defined in the entity’s targeted

risk analysis, which is performed according to

all elements specified in Requirement 12.3.1.

9.5.1.3 Training is provided for personnel in 9.9.3

POI environments to be aware of attempted
tampering or replacement of POI devices, and
includes:

« Verifying the identity of any third-party
persons claiming to be repair or maintenance
personnel, before granting them access to
modify or troubleshoot devices.

* Procedures to ensure devices are not
installed, replaced, or returned without
verification.

* Being aware of suspicious behavior around
devices.

 Reporting suspicious behavior and
indications of device tampering or substitution

to appropriate personnel.

FEJRESR 9.9.3 2kt b, B3 1o




